CET 4885 - Digital Investigative Technologies

DETAILED SYLLABUS

Purpose - The purpose of this course is to acquaint students with the tenets, uses and challenges of computer forensics and the analysis of digital media. The focus will be on providing lectures and laboratory exercises on the techniques of computer forensics and the analysis of digital media. Incorporated into this instruction will be the methods of investigating cases where high technology plays a part. 

TEXTBOOKS

Required 

Digital Evidence and Computer Crime (Second Edition), Eoghan Casey, Elsevier Academic Press, ISBN 0-12-163104-4. www.elsevier.com/forensic

Optional

File System Forensic Analysis, Brian Carrier, Addison-Wesley (Pearson Education), ISBN 0-32-126817-2

Course Objectives 

After taking this course students will be able to:

1. Understand what computer forensics is and its value

2. Understand how to develop a philosophy that will guide their future computer crime investigations and forensic examinations

3. Understand the legal concerns related to computer forensics

4. Possess a basic understanding of the processing of a computer crime scene

5. Possess a basic understanding of the preservation of electronic evidence 

6. Understand the steps and techniques used in a computer forensic examination

7. Understand how traditional criminal and civil investigations can best take advantage of computer forensics 

8. Understand how courtroom testimony presents the evidence and results of a computer forensic examination

Detailed Module Descriptions

Module 1 - Introduction to Computer Forensic - This module covers the need for computer forensics and the basic concepts used in a computer forensics examination. The module will detail the uses of electronic data in an organization and how computer forensics preserves and extracts that data. 

Objectives

1. Determine the need for computer forensics in an organization

2. Identify situations where an investigation will need computer forensics support

3. Identify and describe the major functional areas of computer forensics

4. Identify the types of devices that require forensic analysis

5. Identify the basic concepts of computer forensics as a discipline

Module 2 - Philosophy of Computer Forensics - This module will explain how to develop the proper mind set and philosophy needed to create a computer forensics team, and to conduct a computer forensic examination. The module will explain the major concepts that need to be a part of every computer forensics examination. The module will detail the proper make-up of a computer forensics team as well as what such a team should be able to produce. 

Objectives

1. Identify the need of having a consistent philosophy when conducting computer forensics

2. Identify the areas of concern that such a philosophy must address

3. Determine how to handle real world situations not covered by that philosophy

4. Identify the major parts and concepts used in the conduct of a computer forensic examination

5. Identify the components of an effective computer forensic team

6. Identify the functions or “products” of a computer forensic team

Module 3 - Evidence Preservation and Imaging - Students will examine how an investigator or computer forensic examiner can best preserve electronic evidence both on-scene and in a laboratory environment. The module will discuss various software packages, and the use of various operating systems. Equipment requirements for stand-alone preservation and network preservation will be presented. The module will also present some challenges faced when preserving various storage devices. The module will also describe the detailed functions of the computer forensics discipline. 

Objectives

1. Identify basic concepts and concerns involving preservation of electronic data

2. Identify characteristics of various operating systems used in preservation

3. Identify characteristics of various software applications used in preservation

4. Identify concerns in preservation of desktops and laptops

5. Identify concerns in preservation of network and e-mail data

6. Identify concerns in preservation of memory devices and magnetic media

7. Identify concerns in preservation of data from personal devices

Module 4 - Forensic Software and Hardware - This module will explain the pros and cons, and the use of, different basic and integrated tools available for computer forensics examination. In addition, this module will give the student the criteria necessary for choosing the proper hardware to be used in a computer forensic examination 

Objectives

1. Identify the characteristics of an effective forensic tool

2. Evaluate various forensic tools based on these characteristics

3. Identify the major manufacturers of commercial computer forensic software and their products 

4. Identify low cost alternatives to commercial computer forensic software

5. Become familiar with the use of a variety of both types of products, including FTK, EnCase, WinHex, ProDiscover and others

6. Identify the components of a basic and advanced forensic kit for both on-scene and laboratory analysis

Module 5 - Tool validation - This module will assist the student in understanding "a methodology for testing computer forensic software tools by development of general tool specifications, test procedures, test criteria, test sets, and test hardware." (http://www.cftt.nist.gov/index.html) 

Objectives

1. Identify the need and the procedure for the validation of tools used in forensic analysis 

2. Identify the procedures used to validate software used in forensic analysis

3. Develop a test scheme for a validating a software product used in forensic analysis 

Module 6 - Forensic Reports - This module covers the methods and format used to document the analysis of digital evidence. The major parts of such a report will be detailed, as well as the proper and improper content for a forensic report. 

Objectives

1. Identify the major parts of a comprehensive forensic analysis report

2. Identify the types of information that are appropriate for inclusion in a forensic report

3. Identify the types of information that are not appropriate for inclusion in a forensic report

Module 7 - File Systems - FAT - This module will serve as an introduction to file systems and data recovery. The module is composed of many readings from a variety of sources in order to give the student a wide exposure to the FAT file system. 

Objectives

1. Identify the data structures involved in the FAT file system

2. Identify the information and format of a master boot record and a boot record

3. Identify how partition tables are constructed and what information can be found in them

4. Identify the components of the file allocation table, including the values that are allowed for a FAT entry

5. Identify how files are created and accessed

6. Identify how files are deleted and how deleted files are recovered

7. Explain the concept of slack and its forensic significance

Module 8 - File Systems - NTFS - This module will increase the student's knowledge of file systems and data recovery. The module is composed of many readings from a variety of sources in order to give the student a wide exposure to the NTFS file system. 

Objectives

1. Identify the major differences between the NTFS and FAT file systems

2. Identify the components of the master file table, including the values that are allowed for an entry

3. Identify the major attributes stored in the MFT

4. Understand the concept of resident vs non-resident data 

5. Identify how files are created and accessed

6. Identify how files are deleted and how deleted files are recovered

Module 9 - Metadata - This module will explain the sources and types of artifacts left by applications in the data files created and modified by these applications. Also, this modules will explain how to recover these artifacts. In addition, this module will explain the importance of metadata to an investigation and its implications in proving or disproving an allegation. 

Objectives

1. Define and explain metadata 

2. Identify components of metadata inherent in the creation of files on a system 

3. Identify components of metadata created by common applications 

4. Explain implication to computer forensics of metadata 

Module 10 - Linux for Investigators- This module covers the basic concepts of the Linux operating system, comparing and contrasting it to Windows. Many components of Linux that can be used in computer forensics will be covered in depth, including command line usages. 

Objectives

1. Expose investigators to the Linux operating system

2. Explain advantages and challenges of Linux vs. Windows

3. Explain how a dual boot system is prepared 

4. Explain how drives are recognized and accessed in Linux

5. Explain components of Linux of value in preservation of evidence

6. Explain components of Linux of value in image validation

7. Explain how Linux can be used in swap file and page file analysis

8. Explain how Linux can be used in forensic examination of Macintosh systems

9. Explain how Linux can be used in wiping of media

10. Explain how to interface FTK w/Linux images

11. Explain use of Cygwin to run Linux commands on a Windows system

Module 11 - Procedures for the High Tech Crime Scene - This module covers the procedures used in the processing of a computer crime scene. Discussion will focus on photography and documentation, as well as shipping and handling of computer evidence. In addition, the module will cover the types of items to seize for analysis as well as the items that should not normally be seized. The module will discuss how to retrieve data from networks and production systems. 

Objectives

1. Identify the proper method of photographing an active computer

2. Identify how to properly label and break down a computer system

3. Identify how to prevent tampering with seized equipment

4. Identify the items to be submitted for forensic analysis

5. Identify items that are not needed for forensic analysis

6. Identify proper procedures for handling, storing and shipping electronic evidence

7. Identify the proper method of obtaining data from a network

8. Identify the challenges in obtaining data from a production system

9. Identify how to seize personal electronic devices

Module 12 - Criminal Case Studies- This module covers what types of criminal activities can be conducted using a computer. The module also offers examples of how computer devices can contain evidence of traditional crimes. In addition, the module will explain what investigative techniques and forensic tools were used in each particular case 

Objectives

1. Describe real world examples of how computers can be used in the commission of a crime, as the target of a crime, or hold evidence of a traditional crime

2. Explain what investigative techniques were used during these investigations

3. Explain what computer forensic tools and techniques were used in the forensic examinations 
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